&3 BILLDOZER

SUBSCRIPTION API
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Document Version

Version Date Change
1 06/05/2015 |Initial draft
Introduction

e RESTful JSON over https.

e UTF-8 encoding.

e Date format: ISO8601 UTC, yyyy-MM-dd'T'HH:mm:ssz e.g. 2015-05-

23T00:00:00UTC.

e Amounts must be in the format 0.00 e.g. 1000.00

e Please refer to the API Overview document to see the unexpected error
handling processes.
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Procedure to configure Web Service User in Billdozer:

Your Billdozer Client will need to perform the following in the adminconsole to
provide you secure access to Billdozer:

1.

Create you a sales consultant under the sales consultant view under
the Accounting tab. It is a good idea to enter the company name and
web address. This will enable you the option of using your Billdozer
Client’s subscribe page as this information is used for the return to
website button in the subscription page.

Create an APl User under Staff Management. Select the API user
checkbox. The API Key will automatically be generated. Enter the
password.

Select the Subscribe API role and select the sales consultant created
in step 1 from the dropdown list. Click save.

Your Billdozer Client will then provide you with the API Key and
password. This information will be needed to authenticate and identify
you in the web service.

Http Post Parameters

Below is the authentication information that must be past in for each web service call.

The apikey and password must be past in the http header request. This is the information
that will be provided to you by your Billdozer Client as mentioned in the point above.

Http Request

Description

apikey Created in staff management in the General
Settings tab.
This must be set in the http header request for
each call.

password Created in staff management in the General

Settings tab.

This must be set in the http header request for
each call.

Http content

Mime Type: application/json

The JSON message in UTF-8 text format.
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Package

You use this web service to call the list of packages that can be selected by your clients to
subscribe to.

You can use the information in the response to display to your clients.

The package id returned in the result list will be past in as a url query parameter in the
subscribe web service call.

Below please find:

1. The url to call to get a list of packages.
2. Sample json request message and json returned results for both failure and success

messages.
3. Tabular listing of the request and response parameters indicating the format of the
data and whether the parameter is required or optional.

List
List URL:

https://secure.billdozer.com/api/rest/packagel/list

Sample JSON response:

Failed:
{

"messages": [
"You don't have permission to access the charge package service."

1,
"id": null,
"additionalProperties": {

|3
"status": "NOK"

Page 4 of 17


https://secure.billdozer.com/api/rest/package/list

Success:

[
{

"id": 51,

"amount": 29.0,

"clientContractEscalation": {
"escalateOn": "MONTH",
"defaultEscalation": false,
"testMode": true,
"escalateOnMonth": true,
"description": "Default escalation”,
"runinterval": "ANNUALLY",
"id": 190916,
"itemLabel": "Default escalation - 8.00%",
"escalationPercentage": 8.0,
"escalationMonth": 3

8

"amountExcludingTax": 29.0,

"term": 0,

"runinterval": "MONTHLY",

"packageName": "Protect me @ R29 per month",

"amountTax": 0.0

"amount": 295.0,
"clientContractEscalation": {
"escalateOn": "MONTH",
"defaultEscalation": false,
"testMode": true,
"escalateOnMonth": true,
"description": "Default escalation"”,
"runinterval": "ANNUALLY",
"id": 190916,
"itemLabel": "Default escalation - 8.00%",
"escalationPercentage": 8.0,
"escalationMonth": 3

2

"amountExcludingTax": 295.0,
"term": O,

"runinterval": "ANNUALLY",
"id": 52,

"packageName": "Protect me @ R295 per year",
"amountTax": 0.0
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Response Parameter Listing:

Name

id

amount

clientContractEscalation

l, id

L, escalateOn

l, defaultEscalation

L, testMode

l, escalateOnMonth

L, runinterval

L, itemLabel

l, escalationPercentage

l, escalationMonth

amountExcludingTax

term

packageName

amountTax

Description

The package ID

Package amount

The contract escalation

The id of the contract escalation.

Escalate on month. Currently “MONTH”

Boolean. Is this the default escalation

Boolean. The test mode in the post request.

Boolean. True if escalate on is “MONTH”

When to run interval. Currently “ANNUALLY”

Escalation item label

Percentage to escalate by

Escalation month

Amount excluding tax

"WEEKLY", "MONTHLY", "ANNUALLY" or "OTHER"

The package name

The amount tax
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Subscription

You use this web service to subscribe a new client from the package id selected from the
web service above as a query string parameter in the calling url.

You can also get the package id can be obtained from the Subscription Packages view
under the Client Zone tab.

Below please find:

1. The post url to call to submit the subscription to Billdozer.

2. Sample json request message and json returned results for both failure and success
messages.

3. Tabular listing of the request and response parameters indicating the format of the
data and whether the parameter is required or optional.

Post
Post URL — note that the package id is passed in as a parameter.

https://secure.billdozer.com/api/rest/subscribe?packageid={packageid}

Sample JSON request:
{

"client":{
"legalEntity":false,
"accountNumber":"",
"title":"Mr",
"initials":"RJ",
"firstName":"Robert",
"lastName":"Pretorius",
"dob":"1975-03-13T00:00:00UTC",
"occupation":"",
"gender":"M",
"identityNumber":"7503135046080",
"emailAddress":"robert@billdozer.com",
"companyName":null,
"tradingAsName":null,
"vatNumber":null,
"flag":"",
"registrationNumber":null,
"notifyEmail":true,
"clientTelephones":|
{
"type":"MOBILE",
"number":"0741146632",

"description":

}
],
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"clientAddresses":[
{
"type":"STREET",
"linel":"11 Vondel Road",
"line2":"",
"line3":"Edgemead",
"line4":"",
"city":"Cape Town",
"postCode":"7441",
"country":"ZA",
}
]
8
"clientContacts":|
{
"title":"Mr",
"jobTitle":"IT Architect",
"initials":"RJ",
"firstName":"Bobby",
"lastName":"Pretorius",
"name":"Bobby Pretorius",
"dob":"1975-03-13T00:00:00UTC",
"gender":"M",
"occupation":"Consultant”,
"idNumber":"7503135046080",
"relationship":"",
"companyName":"Spartan IT Services",

gps:

"emailAddress":"bobbypretorius@gmail.com",

"landline":"0215581234",
"fax":"",
"mobile":"0741146632",
"linel":"11 Vondel Road",
"line2":"",
"town":"Edgemead",
"city":"Cape Town",
"state":"Western Cape",
"postCode":"7441",
"country":"ZA",
"notifyEmail":true

!

1,

"clientContract":{
"contractNumber":"",
"mandate":{

"debitDay1":"1",
"daySaturday":6,
"daySunday":6
2
"currency":"ZAR",
"active":true
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2

"paymentMethod":{
"type":"BANK ACCOUNT",
"bankName":"FIRST NATIONAL BANK SOUTH AFRICA",
"bankSortCode":"250655",
"branchName":null,
"bankAccountNumber":"620xxxx0808",
"bankAccountName":"RJ PRETORIUS",
"accountType":"1",
"cardNumber":"4242424242424242",
"cardLast4Digits":"4242",
"reference":"4e67af0f-bd9e-44da-b699-fafd8535xxxx ",
"cardName":"RJ Pretorius",
"cardExpiryMonth":7,
"cardExpiryYear":2022,
"cardType":"VISA",
"verify":false

2

"testMode":false,

"additionalProperties":{

L

"agree":true
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Sample JSON response:

Failed:

{
"id":null,
"status":"NOK",
"messages":|

"You don't have permission to access subscription service."

1,
"additionalProperties":{
"isTestMode":true
}
}

Success:

{
"id":123,
"status":"OK",
"messages":[

1,

"additionalProperties":{
"accountNumber":"ROB001",
"isTestMode":false

1

}

{
"id":null,
"status":"OK",
"messages":[

1,

"additionalProperties":{
"accountNumber":"ROB001",
"isTestMode":true,

"resultlson":"{ full recurring invoice object returned in json format }"

}
}
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Response Parameter Listing:

Name Description

id Recurring invoice unique id if testMode is false

status OK or NOK

messages If status is NOK then a String list will be returned of errors.

additionalProperties | Name value pair list.

l, accountNumber If status is OK. Then the account number of the client created.

l, testMode Boolean. The test mode in the post request.

l, resultJson If testMode is true. Then the result json of the recurring invoice will be
returned.
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Parameter Listing:
*Flag: O = Optional, R = Required

Name Flag | Availability Description

client R add Client details

l, active add

l, legalEntity R add Boolean. Is this client a legal entity or a

natural person.

l, accountNumber @) add String. Unique account number. If no
account number is supplied then an
automatic account number concatenating
the first 3 digits of the clients name and a
sequential counter. E.g. clients name Robert
Pretorius. Very first account number will

be ROB1.

l, title @) add String. Title

l, initials @) add String. Initials

l, firstName R add String. Required if a natural person.

l, lastName R add String. Required if a natural person.

l, dob (@) add Date. Date of birth. E.g. 1975-03-
13T00:00:00UTC

l, occupation (@) add String

l, gender @) add String. M — Male, F — Female.

l, identityNumber (@) add String. ID number. Will automatically be
validated if provided.

l, emailAddress O/R | add Required if notifyEmail is true and is a
natural person.

l, companyName R add String. Required if legal entity.

l, tradingAsName @) add String. Trading as name.

l, vatNumber (@) add String. Vat registration number.

, flag (@) add String. Category grouping.

l, registrationNumber O add String. Company registration number.
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Name Flag | Availability Description

l, notifyEmail (@) add Boolean. If a natural person and want this
client to automatically receive invoices,
receipts, debit notes and statement
notifications via email.

l, clientTelephones (@) add An array of telephones
ly L id add The id of the telephone line
s 1, type R add String. The type of telephone object. Either

"LANDLINE", "MOBILE",
"FACSIMILE", "ALT"

ly L, number R add String. Telephone number.

l, L, description (@) add String. Description.

l, clientAddresses (@) add An array of addresses

L, L id R add Long. The unique id of the contract to
perform a lookup.

s L, type R add String. Either: "STREET", "POSTAL",
"BILLING", "WORK"

l, L, linel R add String. Line 1, Required.

l, L, line2 O add String. Line 2

l, L, line3 O add String. Suburb.

l, s line4 O add String Line 4.

l, L, city (@) add String. City.

l, l, postCode (@) add String. Zip, Postal Code.

l, l country O add String ISO 3166 2 digit country code.

http://27.org/isocountrylist/
Example. ZA for South Africa.

l, L, gps (@) add String. Gps coordinates.
clientContacts (@) Client contact details.
l, title @) add String. Title.
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Name

l, jobTitle

l, initials

l, firstName
l, lastName

, dob

l, occupation

l, gender

l, idNumber

, relationship

l, companyName

l, emailAddress

l, landline
, fax

l, mobile

l, linel

l, line2

l, town

, city

, state

l, postCode

l, country

Flag | Availability

@) add
R add
R add
@) add
@) add
@) add
@) add
@) add
R add
O/R | add
@) add
O add
O add
@) add
@) add
@) add
@) add
@) add
@) add
@) add

Description

String. Job Title.
String. Initials.
String. First Name.
String. Last Name.

Date. Date of birth. E.g. 1975-03-
13T00:00:00UTC

String. Contacts occupation.

String. M — Male, F — Female.
String. Contacts ID Number.
String. Relationship to client.
String. Company contact works for.

Required if notifyEmail is true and is a
natural person.

String. Telephone landline.
String. Fax number.

String. Mobile number.

String. Address line 1.

String. Address line 2.

String. Address Town/Suburb.
String. Address City.

String. Address State/Province.
String. Address post/zip code.

String 1SO 3166 2 digit country code.
http://27.org/isocountrylist/
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Name

l, notifyEmail

clientContract

l, contractNumber

l, mandate

l, I, paymentMethod

LL L id

l, LdebitDayl

l, L,daySaturday

l, LLdaySunday

, startDate
l, endDate
l, description

l, currency

l, active

paymentMethod

Flag | Availability

O/R

add

add

add

add

add

add

add

add

add

add

add

add

add

Description

Example. ZA for South Africa.

Boolean. If a natural person and want this
client to automatically receive invoices,
receipts, debit notes and statement
notifications via email.

Client contract details

String. Unique contract number. If a
contract number is not supplied then the
client’s accountNumber will be used.

Mandate object

Payment Method object. Required if the
mandate debitDay1 has a value.

Long. The id of the payment method to be
assigned to this contract.

String. The day of the month the debit order
must be collected. Values: 1 — 30 or Last
day

Integer. Values: 6 = Friday, 2 = Monday.
If debit order collection day falls on a
Saturday, then collect either on the Friday
or Monday.

Integer. Values: 6 = Friday, 2 = Monday.

If debit order collection day falls on a
Sunday or public holiday, then collect either
on the Friday/Preceding day or Monday.

Date. Start date of the contract.

Date. End date of the contract.

String. Description.

String. Currency in ISO 4217 format charged in.
e.g. ZAR. If not supplied will default to the

default currency set in the General Settings tab.

Boolean. Contract active. When a new
contract is added the default is True.

payment method details
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Name
l, type

l, bankName

l, bankSortCode

l, branchName

N

bankAccountNumber

l, bankAccountName

l, accountType

l, cardNumber

Flag | Availability

R

O/R

O/R

O/R

O/R

O/R

O/R

add

add

add

add

add

add

add

add

Description

String. Either “BANK ACCOUNT” or
“CREDIT CARD”

String. Required if type = “BANK
ACCOUNT”.

Bank name code combination:

'ABSA BANK' code '632005'

'FIRST NATIONAL BANK SOUTH
AFRICA' code '250655'

'NEDBANK SOUTH AFRICA' branch/sort
code '198765'

'STANDARD BANK SOUTH AFRICA'
code '051001"

'CAPITEC BANK' code '470010'
'AFRICAN BANK' code '430000'
'INVESTEC BANK' code '580105'
'MTN BANKING' code '490991"
'POSTBANK' code '460005'

'MEEG BANK' code '470010'

String. Required if type = “BANK
ACCOUNT”. See above.

String. Required if type = “BANK
ACCOUNT”. Branch Name.

String. Required if type = “BANK
ACCOUNT”. Bank account number.

String. Required if type = “BANK
ACCOUNT”. Bank account name.

The name of the account holder for the
homing bank account. This will in most
cases be the same as the “Account Name”
field. This will be different in some
situations e.g.: Your client wants? you to
debit/credit his business account instead of
his personal account, thus, the Bank
Account Name will be his business name.
This field must be completed even if
debiting a credit card.

String. Required if type = “BANK
ACCOUNT”.

Values:

1 = Current / Checking

2 = Savings

3 = Transmission

String. Required if type = “CREDIT
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Name

cardLast4Digits

reference

l, cardName

l, cardExpiryMonth

l, cardExpiryYear

l, cardType

, verify

additionalProperties

testMode

agree

Flag

O/R

O/R

O/R

O/R

O/R

Availability

add/ get
update

add/ get
update

add

add

add

add

add

add

add

add

Description

CARD”.
Credit card number.

This is the last 4 digits of the card number.

This is the token received from the Payment
Gateway.

String. Required if type = “CREDIT
CARD”.
Name on the card.

Integer. Required if type = “CREDIT
CARD”.
Card expiry month.

Integer. yyyy. Required if type = “CREDIT
CARD”.
Card expiry year. e.g. 2018

MASTER CARD or VISA

Boolean. True if the bank account must be
verified.

Name value pair list.

Boolean. Default false. If set to true then
additions and updates are not committed to
the database. The transaction id and
reference will also not automatically
created. “resultJson” property will also be
returned in the Response which contains the
full json of the transaction object for
debugging.

Boolean. Agree to the terms and conditions
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